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BREE) hIEEEE. MIB 2 ML, 1T E ST OSBRI LK AT DL
il CELAnST P B ) 2T

SHMP
SHMP ©gr O =g
e :_UiTKITD',‘\'n

BExE :-rnnt

&I [four-faith
RiEdET public
EEEET private

PrE: v eI BRI, % HE X

BR&R: HE MSE

ZRR: HPESL RS  —E

Rk /e MSE w8, RAERR
BEEREE: HPE MS% w8, BABERIR
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SSHD

JE ) SSHD AR 55 Jmmht fe VFiE I SSH 2 7 b it 1 328 27 1) 4 1) % e 25 IR A &R 4t

Secure Shell
55Hd

SS5H TCPEEE
EREF
b

FE

© gA
OF T 7
©eR O zH

22 (FR: 22)

H

® O
L

i

SSH TCP #k: /&5 3 HF TCP ¥ K Ui

EWMEF: SRR G R

WgH. ¥E SSHD M, BRINRGTICE M 22 bl
BAEA: R EB80E, BRI R SR A 4

RGRE
REHE
FHEE
it
TRIRS

©@pm O=m
®@me O=so

AR WS H 0, R AN T E R E TGS A 1P L
TREARG S X ARG H MR RSSd IP ik

Telnet

KRR L, JBE T Internet BLKEET TCP/IP [1M%%. &R LA VF 4 im
JH BTSSR BT R WA AT R IEAT

Telnet

Telnet

@pr Oz

Telnet: J5 HEZEH Telnet Zhie

WAN i &t $a%
WaANE it HS
tirafriFHE

®pm O=zA

Ttraff P9 #ERE: o H SRR ST IIRE

Huhb: TSR KB BE =SB 370 5 A06 #5 11 )&

Pihk: www. four—faith. net
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3.3.3 VPN

3.3.4.1 PPTP

PPTP fiR44%
PPTPEE S

PPTPIRE 22 ©gE O=m
I=s Cpm ©sza
PEEIMPPENNTE ®pE O =f
DHS1 '
DNS2
WINS1
WINS2
Ir&a31P
EFRP

H=H AP EE(CHAP Secrets)

IR TR EEAR PPTP R4 25 2R # Tk

] MPPE fn#. &7 Z5a PPTP £ MPPE Jinss

DNS1, DNS2, WINS1, WINS2: # & /R — DNS, % DNS, Z— WINS, % — WINS

R385 1P: SN EHESE S PPTP IR %% 2500 IP #uhl, Ri5 LAN HihlA—Ff.

BN IP: YECLA i 1 1P ik, K 2l XXX XXX XXX-XXX

CHAP Secrets: 7% /il Fl PPTP A5 i (19 F P 42 Al 2 v

HR: &) P ARE RIS H1 48 DHCP 2y Beiw IP HAE, REJEIXAEE LA L.
CHAP Secrets #3 N user Z4%* %1% password Z54%*

PPTP % ' i
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Fot:'ith EE F3X28-D ZFIE M AP
PPTPEF &

PPTPE PR ® gm O =m

R4 83 PR DI SETR | |

i - o[ o o[

i TR [ ®[ & S&ff

MPPENNZE mppe required

MTU | 1450| (F8: 1450)
MRL | 1450 (7% 1450)
MAT ® R O =

RFP& | DOMAINY\Username |

=W [ | O gxwm

fR%2% IP 5 DNS £&#K: PPTP JIRZ-#511 IP Hhhk 5 X R[] DNS 45K
MREFM: L PPTP IR45 231 4 MY

TR T PPTP RS 28 1 TP HE Y

MPPE fn#: /25 3¥F MPPE % .

MTU: & K14 .ot 0-1500

MRU: & K#E:UH ot 0-1500

NAT: Jo FHEEZEH NAT 7k

FF4: PPTP 454t o ir I - 44

HRG: PPTP HR45 28T L VF I 7 4 06 I IR 5 6

3.3.4.2 L2TP

L2TP iR %23
L2TPEES &
L2 TPAR< 831ETR
SEsRIMP P EfEE
IR 1P
FARIP
#H=H AP BT CHAP Secrets)

® @

m
B B
c O
1
B

e
H

3R] MPPE % : 27 2k L2TP $idls MPPE i

MR%88 IP: B NEK B 284E 9 L2TP RS- 4500 IP fbi, i LAN sk A —Ff.
B IP: SrBCea & i) 1P kb, %2009 X0 XXX XXX =XXX. XXX XXX. XXX
CHAP Secrets: 7% ' uififfi F L2TP AR 45 i (1) F P 44 A il
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WE: %/ P AN s DHCP 23 BCH IP B, N ZLZIX NG DM AT BL

CHAP Secrets 13U H user 25k * 25 ¥4 password Z54%*

L2TP %& F %
L2TPE P&
L2 TP P RIET ®@em OCgA
HFs& DOMAINY\Username |
Az | O sx=m
L2TPIRE S
2T | =l #f wf 4
T2 T RS o[ o o o
MPPEINZE ﬁnnu9|equwed
MTU 1450 (¥ 1450)
MRLU 1450 (FW¥&: 1450)
NAT ©er O=H
FEEFCHAPLAEHHE ®g Ox
JE4EP APLAEHNE ®a OxF
SEEFLAEHNE @ O%F

L2TP AR #%: L2TP fi45a% 1 IP Huhik 5% Bif¥ DNS 44 %%
TREFM: L2TP AR 5525 I X BT & F 19 2%
WREFMHERG: L2TP AR 5525 P X T I 1 90 45 H 1
MPPE n#: 2 kf MPPE fn .

MTU: & K14 .ot 0-1500

MRU: & KE:UH.7t 0-1500

NAT: Jo FHEEZEH NAT 7k

R 4. L2TP M54 o r I - 44

HRG: L2TP ARS8 T S VE IO 7 4 60 I 1R 5 6
i CHAP AEHMN: % 332 FF chap AIE

154 PAP JAEWH: 2 R 208 pap AIE
RVFAETL: 27 s'z%mm Y

3.3.4.3 IPSEC

ERRE K BRE
£ IPSEC WUifi, = s Haisia# LA #) IPSEC E#H MILIRE .

Huhb: TSR KB BE =SB 370 5 A06 #5 11 )&
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EERERRE

& xn BH A& rE - 313

&#R: IPSEC &ML,
KA. YT IPSEC 42 19K K Ifig
BRI SRREERA T AL X s bk B i R
R EEAARPIRE, BIL=F, RN PR T
RW: ARG R R EBEE R
W ZAEEC TG RER, JRAET R R, EE AR
BN, EHCOAE, CRUEHZIEIE.
Bl WTUSHZEBT IO, BArA IR, B0 MBR. gidE. B KAEGE.
MR ZERVES MR ER:, WS IPSEC il iy, IREmEIR,
. BOUZAERNIERS S, Bz s, WREERE AR, FEnEizEe:,
EER: 2R ERIRER YR, EHRRIEEEER,
fEfe: MR TGN, RGE S ST EIEBERIER, 2GR liE &
SEAESR; AR, ARG R
. ZIhEEH TR — 4% IPSEC .

N IPSEC E#:Ei4R48 IPSEC #E#:

KR FEZAH X IPSEC B S M ThREHEAT 3, H AT SCRFREIE R U 2 7 I T RE
I T 2 10 Bl 554 D e S A i 3

. |
2R [Net-to-NetEHLERAF v |
IPSECTHEE GEpi ORSE

BEEE. ZEHEE TEEREARIEE S

EREE
& . | BA [
AV ANED WAN ¥ TRl

FHTFF ' | T2 TR

EHETFER | T Rt

&R HUbRRZEREN AR, TiE—;

Ja R PR, WNZAOE AT RGN ECE AT S E B IR, W RSB I8 I B 5K
AL

AHLH WAN 0. liE A s ik ;

mREEN b XU PS4 . SRR T R A U AR 5 T Re . WHZIE A AT
AHFW: IPSec AHLORY 7 M T IHERS, #ilhn: 192.168.1.0/24; SR LR,
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WZETA T IS

mEFW: IPSec X {Re 1 M & T MHERS, #ilin: 192.168.7.0/24; SR LKA,
WZETA AT IS

A A EHHRRAF: BIE AR, 0L 1P R4

TR ENFRRA: BRI, LU IP R34 .

. ZAEAE TEEEN (DPD) KR EEE.

¥

amorotra [ _ :
FEER (60 | ckb ERERE S0 | CE 44F | hod ¥

J& Fi DPD &l 2753 FiZahee, T8EREH;
B TR PO KR e BEELEREAGIN (DPD) (R A] [A] b
ABETET (A]: BB EEAGI (DPD) B[] 5
Bl W EEBIERIE.
BEME: SHOS T IKE. ESP LUK i B 250 G &

BEKE

EABRER Y

IKE e |3DES | kEFREHE MDS | KEDHE |MODP-5192 %
IKE % v 1 49 El .r]'\.B'-'j'

ESPfn# 3DES v espren (M. ~

IKE+ESP: Use only proposed settings.

[ zmwsmas
< {E T A AT NP

Megotiate pavload compression

EHEEECE: o, WA DARCE S — M B S BB E B, B, KR HE Xt v 5 3 W s
IKE % IKE BB ey 2

IKE 5e8E: |KE MBI e 38 7 %5

IKE DH /NH: DH = #e 5k,

IKE £y A W& IKE WA E, Bl LR ysAz, BRIAKN 0;

ESP Wn#: ESP [fns 7 :;

ESP 5% 1. ESP 7285 &,

ESP A EHH: W& ESP MEm AW, Hurbl/he ysahr, Bl 0;
RAEFEBN: WwRATH, MR O R B, SR E R
SAEEHAMBINE: wRITH, WEH PFS, BAEH;

NEA R 7 DR 7 Bk B S sl U 5 AIE, B AT REE B =% 80 5 =K
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Wik
® A S A
% R 3 i, 50930 i

3.3.44 GRE

GRE (Generic Routing Encapsulation, i F 6 325 ) B X FELe 25 Z 6 Cn
IP ATIPX) BB ST AT 35526, 83X o il 3o 2 I B A O REME 72 57 — DM Z L (Cn
IP) Hf&4i. GRE KA T Tunnel (B£i&) #R, & VPN (Virtual Private Network) [#)55
== FEIE P

GREBEE

GREFE:E Oes Wu=

GRE B&i&: )i Hai#E 45 GRE Thig

Bt [t v

#E a5 |

2% [fF

Bt | PPP £

HEWAN TP 120.42.%6.98

FHEF W [192.158.5.0/24 |(egi192.188. 1.0/24)
rEEREETP 200,200,200, 1 '

TEEEEP [200.200.200.5

HEF RS [255.255.255.0

BB TEMEE, HilRZ I E 12 4% GRE f$iE
R S FHAAREE I LRTECE ) GRE FEiE, 5 NAE XM 2417 GRE f#iE
2R BEIE M AR EK 30 MERF
Eid: GRE fiok#:1, Hurfs WAN [, LAN [1, F1PPP #5111
Xt WAN IP: % A3 GRE ¥ WAN [ [P Hbtik:
XM : GRE X3 ()7 M IP, 41: 192.168.1.0/24
XF vk iE IP: X (1) GRE B%iE IP
ABREIE IP: A GRE p&i IP bk
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2z @z Oz=
- |
F—s D |
=HEE ]
=0 E [z w

Ri&: JTA /5 GRE fRiF
BEIRIRE: GRE {RIE R KL
EIRERE: GRE {R6 A% 7 K
RIS DRI I S
Rii“#E%E GRE BB %87 EF GRE K5 R

GREFEFH |
7 Iy
1 fFF 2= PPP 120.42.46.98
3.34 &#4

3.3.4.1 ki
T nT LLJE BRI kB, BRI B8R E 1 Internet £ 2K AL, DL FHIERE 4 Internet
TESR, I I I e i o 28 1) e A
B K BE LRI
Bk ISR
SPIRA I ® BA O ZA

75 K $ 38 568 ) 24 22 A MR A FDIRAS BRI (SPD X HE N W 2% (U AT R A, BEAH A
B ks, FEE M, SR RARM T SPI B ki, 7 fefl I H A B ok 5% Zh e -
AEEACEE . PHAE WAN iK%

B 852

[ gy

[ i cookies

[ 5338 1ava Applets
[ sti@activex

TEIEACHE: i A wan QB AR S5 2% 1T g BRI G 1 22 41, 1 3 Proxy B 44T = 6T wan
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REEIRSS A TG 0], i A J3 A Proxy i 98Bl R gk AEE FH i D fg .
i3 Cookies: Cookies /& Web il {f /775 & B i _E 0, HIEAT Internet 3 s 22 L1
I 5k 2> {8 1) Cookie. Hifii% Fi%HEH H cookies i i Bl S gk AZE FH % Tl fg .
iT3€ Java Applets: W44 Java, N AR TCIEFT A Java T EFEMIM T, %
SIEMNESE H Java /NE 7 IR B I LR i DR .
38 ActiveX: WIRIEZ ActiveX, W RETCIEFT IHEH ActiveX T HAFEMIM L, i
SIEMNEJE H ActiveX i B Bl 1%k LA AR R i D RE .
REIE WAN %R

H itk BwanOiisk

FH L3R B whan O FEE B ig S (ping)
FHEIDENT ( 3RO113)
Block Wk SMMP access

FHIERH WAN OFIE 215K (ping): @itk “THIEE 4 Internet™iE K 55 L THE, 5 H
ZINRE, AT 1R A8 1) X 2 78 57 HoAth Internet F P (1) Ping BE RN, A 405 FH P 58 i LA
RNERIMLE, X —DREMERVCIRE N, &R AT LRVFE 4 Internet 152K .

it 38 IDENT (3 0 113): 31X — g Al LUE 113 3 11 G0 T 45 08 (0 A i W9 285 2 A1 ) 8 4 34T 4 4
R E SRS 113 i LT T g8, Bl Sk 2E X —Thfg

RHIE SNMP 350 : X —IhREFLIE K ) KM ) SNMP #8:1ER .

seEEUE, B RERE, RETEENR, BT BRMEE, BT .
Impede WAN DoS/Bruteforce

Impede WAN DoS/Bruteforce
[ Limit 55H Access

[ Limit Telnet Access

[ Limit PPTP Server Access

|:| Limit LZTP Server Access

Limit SSH Access: ZIJRERR | 7R BT 8K SSH V5 3G K, X [F—/~ IP &40 8 £
P52 2 > SSH #REIE R .
Limit Telnet Access: ZIJAEFRT] 7R HT M1 Telnet U7 [A1TER, X [F—A™ 1P, 70
2357 2 ) Telnet EBAHK .
Limit PPTP Server Access: W | PPTP lR%54s, ZIhaelRE 7R B M 11
PPTP Uilali&aK, XFE—AN IPRsr 8 2852 2 4~ PPTP & #:45K .
Limit L2TP Server Access: 2% #5837 | L2TP AR5 2%, iZTh ARSI 7Sk | M 1) L2TP
PGSR, X E— PR 2452 2 4 L2TP &K
HEEH

28 A DMRAEE T Internet R H &, BFHENFEL .
HE
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Four-Faith erE F3X28-D ZF5IfERA AP
A%
A% @ pm O=zH
B [T »e

NTRFFHEES, SR, EE s, mEEAT. MR AR, e mil
N R L .
HESEH: WEHEZ0), ErdalsickELMHE.

IR

R

EFY =H v
1SR BHR v
B BR v

LR I, 0 AE R S PO RAE H SR, ZERIAE R

EAHE
TR B th A BRI A NI S, BalriE N H R
EAHER

153.60,49.59 LICP 4000 fccepted
1583.60,49.59 LIDP 4000 Accepted
123.58.182.252 TP G54 Accepted
123.58,182.252 TCP 3a54 fccepted
123,58, 182,252 TP Ja54 Accepked
123.58,182.252 TCP 35584 Accepted
123.58,182.252 TP a5 Accepted
123.58,182.252 TP a5 Accepted
123,58, 182,252 TP a4 fccepted
123.58,182.252 TP Jag4 Accepted
155.60,49.59 LI 4000 Accepted
183.60.49.59 (N 4000 fccepted

et A

T U B SO AT %, Bt AL
i BERR
[l B :
192,168.1,163 122.228.241.6 8000 Accepted
192,168.1,163 123.58.182.252 A Accepted
192.168.1,163 123.58.182.252 TCR AL Accepted
192.168.1.163 61.183.55.217 LIDP ao0o Accepted
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3.3.5 ifjialpR &I

3.3.5.1 WAN 1jjq
1 H Internet 15 v T i 7] PARH (b 5% 5o YRR 2R Internet 2 H, I& AT DL B REE PC
i) Internet 17 ) SR .
ih g
R

W
SREBE AR

PCS l:‘?J e ;) v B!
O g TEMERER) A EATIRTIA i Intern et .
® i

BRAN TR WS RN A Ik 8 RSB 4" B A T, G0 SRR IR A7, K5 2 5 1 FE T AR S B[]
BEU5 AT AR FLE R AR S5 s dn SRIE B ik 87, g BEL 1A o A i T) Ko AR5 114 DX 3 P
il 48R LA B 10 2% Internet 15 1) SR it S84 € (1) PC E4F € I 18] Be U7 7] (1Y) Internet 55
SKG: 12 T LA 310 4507 M) Mg o i PR EIMIBR — 25 M, Bl A i B4R el 52
B HRIELRIR

REF: 8 BUEEH — 2% 5K .

KR BFR: IEPAZ AR BRI TE E — 2K

PCs: Zi~ HH T4 FimbL, Hug KA 1%5ER T PC A L.

%
X 5= B fec 5= 5 5531 Bl
midl
244 ®
BT O [~ i~ =T [0 foa~

R THLEFRAEAY RIS N ) H 3
IFIA] = A\ S A B0 R SRl L P PRI T
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i URLH s Webih &

B R TR Web®h =

B URL bk Web 3. fm] DU f A 9 URL SR 587 W3 17 17 -
B R E B Web b 0T LUEIE B E7E Web BT H [ 5GH TR BB HL 917 1]

EPRAE |

BAEPRMACIERE » #8303 & 200000 X000 XXX |

MAC 01 | 00:00:00:00:00:00/
MAC 02 | 00:00:00:00:00:00]
MAC 03 | 00:00:00:00:00:00]
MAC 04 | D0:00:00:00:00:00]
MAC 05 | 00:00:00:00:00:00|
MAC 06 | 00:00:00:00:00:00]
MAC 07 | 00:00:00:00:00:00]
MAC 08 | 00:00:00:00:00:00]
SAEFRBIPAL

1P 01 192.168.1 0
P 02 1921681 0
P 03 192.168.1] 0
IP 04 192.168.1 0
IP 05 192.168.1] 0
P 06 1921681 0

BAEPROIPHE |
IP3EE 01 | ol ol o[ o~ o o o] o
IPFEE 02 | ol o[ o o o o o] o

CFHIE IR ST : 0T DA P SR LR 5% o s o VS N /4 0 I 95 2] B X R
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A% Internet Vj i SREK

1. M“Internet 15 ] " T hiz S8 B HIEFE— 2%

2. WEKJE FIX SRS, B SE FS A I B AL

3. TEFTHAL I B P N g 2K

4. BiYntE PC AR %M, HIPC %R TUME, R FIZHEN 1 PC, #TLUERH MAC
Huhik a8 PC Hihibokds 2 PCo i S48 Ay B IX — Hemg L 31— 41 PC, U] LN —41 IP
HhEE R, SERTTHESUG, SRR IRE”, AR B, S0 R d BN sl
B, SESE SR I —E .

5. WX SRS A R ], PR IX — SRS AR R B AR H BRI B R, 2 RN IX
S 1 22 25 A1 B S R N 2 N = ot 2 2 P N

6. MIRAELE R VYT AR URL Mk s,  TUIZE R URL Mk 5% 32 6 50 B
i NEE—> URL ik,

7. WIRARIE LA B R VU )RR SR 0 R, TP S SR 5 1 I R B A A
NEG— R

8. LT LRAT B B LA R AR X SRS A 2 WA X SRS (1 1 B, U SR o EO e sl
L

HE

1. BRI A8, A0SR P B ER O SRS L FE 257, 4 A O SR AR AT
WEBEERGTRE. WRERENEEEE &, RIEESEINERE %, WEAR
H—g, LRGSR AT

2. BRE A B AT FE AR S B IE AT, O P % b 2 FE YR i ph A S 2 5 S0 rh AR B
IR AL, g, WIAREE B ED NTP I )R 4528, U075 8 50 A% 10 i) ] DA
TR D et B ) Th BE LIE R FAAT

3.3.5.2 HIEAiL e

T SR AR RH 1 RS A I R 2 HE N Internet, EUEFHIESRE Internet fY3ELLRriE
£, AL e A S

G E SN UR) S

BRSEaTE “ A O =@

e | EFFS L TANEER v
BHAE. 0 TEaEDRE.

g

EFFEUTHANBEIER: ZF7 0L A E SN EdEE, Sl At s .
REWAFE AT RN KB R BT & A SO e &, 250 i Hodt it 2l
.

| 2 | EEEN

i 0.0.0.0/6 I- 65535
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F3X28-D RFIER A +H

B A IERIN B2 251 H O A BUE A IS DRI o o SR L o — 0, rhox
LI, JFa) g MR LA, SR A R R R A T

e T
H

fhist
EmO
2]z
it

H B4t

i JER

A0 B E SRR e N . "
FAIRE I
Jim

e
| 1le5533

i3

W

o) |

o/

04| 0]

Lol
L9

ol.| o} 0|

"OH M, " YRR, H AR g

Input: #HEEM WAN D3] LAN [
Outpu: ¥z LAN %] WAN [

WS HE BRI,
W - Bl BRI
ER:op E P C N REN R
Wahk: BRI 1P sk,
Hhk: Bl mH P ik,

3.3.6 NAT

3.3.6.1 %K

i Ve R TR E M4 EA LIRS, 40 web IR 4545 ftp %% 8 s fh % I 1Y) internet
R (I Internet S FE 4543 internet 17 1] SRA% FH Zh B8 B4 7T 52 FHFEFE D o

mO¥%E
B
- LR
\web | [tcp &| | 1o2e8.8.11] | somn| | tszasmitaz| | s
Ftp | [FER | weasssaz] [ 24 [ asmissuaz] [ oz
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R IP JEE: /EiZF A Internet A7 11 1P Mikik, #2& —ANMEBLH 1P Huhk v BARL A
TR F R 172.168.2.0/24, Hrh 172.168.2.0 FLonMEBE, 24 FoR T M HERD 75
KR H e LEZAIEN H IR S5 s FH 1 A1 i 1 45 o

IP #iblk: i N &AL internet F 7 U5 in] B IR 25 2% B N 1Y 1P Rl

B o H e CEZA RN IR SS BT A B P9 0 1 9 5

Ja s EERE FHAE, 3 AT E L) 2 0 D R RS . SRATREREER (RIEF.

SERITI SR, ParRAFRE A, RETERES, B0 s BUE Bsh i
REGHES, WEME AT AN, HHER, MRS

3.3.6.2 WOGE®ER

HELE N FRE e 8 R AR S [0 5 G L A fE R H8 4T, N Internet I X2 i
PV A5 RN, B8 H1as 2R I e fudls AR B E IO THSL. T2 4075 8, 7T e 2 A o 1
2 R ASC R 1 A LA FH R iy 11 b, G SRS B i e, S U e P SR A A

(NEegEERe AT ML
mOmBRBEEE
BE
REF IR | B2 HEH | 5 | B | EEIR
web-tfep | aoo] | sio0f BE v | 19z.1es.0.8
: : o] | o] [EEN | 0.0.0.0] ]
ElE

MR EN RO 7B A SN R 7 10 4 7

Frog: v 1 36 Bl B o 15

SEIR: B\ iy 7 3 Bl ) 45 R o 1155

Wil R kSR UDP B TCP Bl , W3 N A I I i 5 0 A bl it

IP #ibk: i AN EAELL Internet FH 7 [ (19 IR 5525 14 9 I 1P ik

Ja s EBEE FHAE, 3 IR E ) 2 0 D R Ss . SRATEE REER (RIEF.

SERII SR, ParRAFRE A, RETEIRES, B0 s BUE Bsh i
REGHES, WEME AT AN, HHER, MRS

3.3.6.3 DMZ

DMZ ZhEEFCVF— A% H P 355 T Internet, M8 45 @ il 55 . DMZ 4L [E] B 1] —
& BN R A M 1, ROy R AR P BT T, B Dl 1 3% R 58 42 4s, i DMZ
ENUNFT AT A s 1, AR ENLIEEE T Internet.
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FFEBEX (DMZ)

DMZ
{EFDMZ ® gA O =H

DMZEHLIPHIAE 192.168.1. | 160|

B S DMZ TiRe, IR EH, ZJ5EDMZ EHL IP bk B A i+ ML 1P Hudl .

SR ES)E, P RERE . RAETTENEN, B0 Bl B s
REGHES, WEME AT AN, HAER, MRS

3.3.7 QoS K®E

3.3.71 #£&
1 QOS AT LA IR FAER FRRATEE, IFE T DUSHEE N iP 5% MAC 4

g

QoSTHRE

FBGs @®@ gR O A

rAm| [wan |

BT TS [HTE

4% tkbps) | 1000

T (kbps) | 2000

EA% (kbps): %4 HIENIRIHCS ALK 98, FESCB o, — BSOS IRIT AT I K
B[] 80% 2 90% -
T (kbps): %A~ HIAGR L NEIH L, KPR T, —BOVERTINA 1 EoR
B[] 80% % 90% -

3.3.7.2 43k
Netmask £ 567
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Ll 192, 168.1.1/24 [Exempt C TEEFR) v
] 182, 168.2.3/24 |standard CHFHE) |
| 792, 766.3.4/37 |Express (HH5E) v
] »

192, 166.4.5/72 [ Bulk € {8 )

of[ o ol o ol

&ALy — A4 € 1 1P ik 5 1P YE K BT B 4R 2 T 5B«

MR : ARRGEEME T ARG, Hp A 2B S GOk S T FHoph YRR e g 4,
HAM YRR S oy 3. mfise2k (Premium). 5% (Express). #r# (Standard). 1%
(Bulk).

AZMWR: WEAZIR (Exempt) o HIEdER, Forde RZBR TR, A2 98 FL
Tl PR OL S 08 R T Frid «

WAL B 55 8 Max_Up, F#UET7 %8 8 Max_Down, “QOS ¥ & " 1) b A% IR 4
Uplink, T #& [i il &4 Downlink, A~ 5% [ 1) 2 9% 9 19 ¥t & 3£ %5 & Exempt_Rate_Up #i
Exempt_Rate_Do.

M HABAR S 2 5 EAEF 954 : mini(Max _Up— Exempt_Rate_Up, Uplink);

HABR S s R4 %5 4. mini(Max _Downlink— Exempt_Rate_Do, Downlink).
HA MR
TEANSZ BRI R R I 8 2 5, B G 4 1Ry 5 e FL R DU R A S R B TR AR B8 — e R B
Bl 5B, BT A3 1Y) A&7 958 1000kbps, F# 1000kbps, LA VU2 Hd i, HAk ok
oy e, e, brdE. K, R4 SR RR) BRI NG TR

mEftsed: (75/100) *Uplink ;  (75/100) * Downlink

s (15/100) *Uplink ; (15/100) * Downlink

FrdE: (10/100) *Uplink ; (10/100) * Downlink

{&: 1000bit (JLF-4 0); 1000bit (JLFH 0);

XKML e, e bAE 3G 54 1000bit, 24 HAh L e R BRI K IE TR T, A5 EE;
2 G — PO R R s, 2B R T B R 32 BRTQOS BB I _EAE AN T 2R
il s

TR HEAEREFER AT S MAC 4521 netmask 856 2 (4% i 6 E, T DL SE 3
FR) TR 25 R T Ay

3.3.8 MH

3.3.8.1 2O MNH
HE G OLT B B 2% 1 Console M{itdz il & H . iX4> Console 1t A] DARC & p% 5 i & 1
1
HI, Router WE T 0% TCP/IP 2. MIACE, Hid#iK Console HfEy—A>d: HI)
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WA, BE e aER TG 00E DTU .

Cfmlrs © g O=zm
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2 [e1¥]

Pz [1 18]

takh EH

g Bl

H B 1 D SR E

P E ] [ Tcr(DTU) |+
TRttt [120.42.46.98
WRimimn] [sss01 |
HESH 112345678901 |
#ED [12345678 |
LA 60

[P E S

R RRBEELRNTIE, R4 115200,57600,38400,19200 %%.
BIEAL: BRI ECTLLR 4. 5. 6. 7. 8%%, MR — T4, BH KM ASCI %, M
ARSI T 4R 1%,  SERT B 67

Zikfr: ER DTS R b E . ATRLE 1AL 1.5 62, 2 BIf T

RS RoR— AU TR FH (B0 2 4500 7 20 A AR ARG B Fl o =K

W AHERE A0 A 4 P Rl O K

UDP(DTU): #: [% UDP &, & A& XNHEW, 7R T—& /S IP MODEM
Ihg.

4 UDP: #FrifE[) s L5 UDP &4z

TCP(DTU): & % TCP ##:, & A& XNHEM, 7R T—& /S IPMODEM [#)
Ihg.

ai TCP : frdEffa % TCP .

TCP R4528: il TCP R4 48k s

TCST: HiE X TCP iE#:

FRGARMbE: 5K A f 8 TCP R 7 3471815 AR IR %5 o0 10 1P Hbhk sl 184 .
MR 5% 28 0 e K IR 55 O B e 1 i 1

WESHE: W&MIDS, 1M1 FHHNEETAS . AL BCEEE%R E R UDP(DTU)”
B F “TCP(DTU) [ i X AN it B A 2K

¥ % ID: H 8 AL T A (R e 2% T), RA UHhUCEEA R E R “UDP(DTU)

B F “TCP(DTU) [ i X AN it B A 2K

BRI R E RS CoBR AL E] [EIR%, R SRR % E R “UDP(DTU)”  “TCP(DTU)”
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HELBkE: LBka
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3K U AT LA SC VR I 48 5 B 00 B 52 (K s R R ThBE, NI ORIE DT IR 5 & 4
HHEER
Fb%ﬂif%gﬁﬁplg LI AL L L LRl Y) .:
ﬁm%%ﬂ .l"".ii.iiii.ii
%‘E‘%ﬁ“ (AL L LA LLEL]

MK ARG 32 MR, AR F 2. Bl B Z A VR 3E B i —5,
7500 2 15 BAN R o
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BRI P 4% admin.
AR F AW AE S T BN admin, XAERTA RO PR IR0 19 AME B  2e
HION A HE TN R B A FR AR B0, AR DA I R A
Web i [A]
UEIhRE AR VFIEAE ] HTTP Bl HTTPS P BORE HLE 4% . W R EOE B2 FH b ohae, 4 75
PR AR A 8. B8] LLSE 5 T e A8 0045 BN T RFEmE nT LR 25 RS OR 4 M TT (i
NIEHII P )

Webih =

fhist HTTe [ HTTRS
EIZhRIRF ¢ #) _

B ST RS R AR @pr O=zm
S B TR Oegm

Pril: web TUR SR PR ELFE HTTP F1 HTTPS

BaIRIE (). H% Web FHim Az RIHTN ] G, 0 Fom ok HIXAFAE.
BARRRRGEEMI: Z5H BN R RGE BT
RGEBMIERRY: 250 R%E B MW R Dhag
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EEEH
WebREEE ®gr Oz
ERAHTTPS
Web S R0 8065 (Bi\: 8088, &M 1 - £5535)
FHWeb R RO an (#hih: 80, FEEL 1 - 65535)
SoHEE BR  ZH
SEHITEAR RO (Bkik: 22, F6E: 1 - 65535)
Telnet&1E Opr ©=zA

Web FEEH: thIhfe o v @i B PO e B8 Fk s . ZAEH L Y)RE, R¥FER
IWEE, . EF’/EHJH:IJJEW TEIESE S A, R A AR e w1 (BRI 8080),
AR E RS RS . WRARISIRAE BB Y, BEBIUNE E O 2% B BRI Z S .
F R PR H A, HEA http://xxx.xxx.xxx.xxx:8080 (x UM 181 Internet IP ik,
8080 R F5 2 Mty 1), TR M TTNI ST A HUbEA o VRS 4 B SR N 1% H 2% 1R 350

W R HTTPS, %5 %E URL A https://xxx.xxx.xxx.xxx:8080 (kA i) & 1 41
Y FF SSL E )

SSH &H: & LUHH SSH K@ e A i a8 . TEE, M 7 SSH it fEn
WHE, v LA AR SS DT U e BB 2 Y 25 .

¥
W SRR B 2 0 U R D RERE S FH, AT N ENIE 2% 2811 Internet IP il A6, K
] DA SR B 2 R .

Telnet B . J5H a2k HZHE Telnet Thit

Cron

Cron ®gR O =R

Cron FiNES '

Cron: cron [ § &%, RRIFRIZERATH Linux fr4o AR7E SRS o 75 2248 H a2 175
JABIEIA
i B

B et @R Oxm

BE: WA E OSPF 5t RIP #%H, kRS H MK S %t OSPF fl RIP [f1i#% i
SR .
BESkl

onf

= | Tﬁﬁqﬂit 5|'11p|ﬁeu:l Chinese) : v-_

BE: WEMHS RN EE R, SRR SO,
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Frifl B4R o |
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8@ AT LLET Web FHIZAT AT 47 F A A SNSRI 0T H A is 17 i & 154

ETArS BEABEES BEHENEs

BFAEENIES

BT BT LUET Web ST 21T . BB S ENSCAX I H A Hizirms
FALHEAE

RAFANB TS 10T LURAT JE Bhits 88 i AEHAT IR L ar &4T . A d (R

1) BISCRXIE, ARG SEHRENEES .

RIFARNABS: 10T LLORAT G A 2R B FEPAT I L i 21T A S (R — 1@
1) BISCRXIE, ARG SE RIS .

PRI KBEH84L: BB K%, ©r LUsfT— 2 & XY iptables #54 . AR k55
M4 (RA—NmAT) BISCARKIE, FF s R NPT K iETE 4 .

RIERNEE XIS HE XI5 EME1E tmp/custom.sh S0, 448 AT DL 384T 5048 cron
KA. MAMANGS (RA—ANmT) BICRKE, iR hEE T84

3.3.94 H/ RiA

SrRdiReE
S B Cz &

WA W) BOME R RHDIF R I E, BT ARCER T ME R E. R RIERA
BEN, G RES S E R, X IREREUARE NS, HAEE, FAEE
gn

3.3.9.5 [EHALK

Bl

RIFT/E » 213 FEE v

TEIE— ST | [ B |

BTG AKEHT 0 P B B s b B R AR AE www.four- faith.com F &k
A, JERAN G A AT R IR AR A LR, TG R R A, BRAR
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RS L s A TG T e

ERE: TR RS E R, RS ERAEERE, B, HHRIETTRE T T,
Jo &yt i e A BB AR R

R#iIe, BALE: G RARAEAETH 20 )n 55 B 4 A [ RO BB R, 1 1% — N TR B
T

R, SR ET RSO, T SR TR [ A T . TR R A B
JUo Bl R TR), 35 AN 225 P PR B B 4
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T FE 0o B b 48 1 T B ST AT A B

&6 RE
aiEE
R Hin" SN E S I T ISR .

E
BEEE
HEE—T ARSI B -
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R SR E I HHR2 S it B0 i 2 0.
WA AR R A S mn R e

ARG B oR A O HE B SO REAT A, TR AR . e, TR bR R AT R
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iz G Four-Faith
ifss it Four-Faith Router
Bl hE Fxo00{ v1.0 {01/10/12) std - build 93
MaCHihE 00:AA:BB:CC:DD:45
FHlE
VAN g
LAN 35
L RuATIE Sat, 01 Jan 2000 03:31:43
1= 1TRTE 3:31,

BREHBR A FR: RPULEE tha A4 FR, W LATE R B > HEAR W E P iE L
BREARES: RSB mASAS, HARSGE L, AAEK

BERRAS:  BOE R A, B RGEEE, AiME

MAC #iht: <% 7 WAN ] MAC Hblilb, AJ PAYE % B >MAC il 7 B i ek
FH4: MM ENL R, AT AE R E S AR E B

WAN ##4: WAN HIffdk4s, mTRATE B > R B B

LAN 4. LAN Opiksa, HRGE w4, Az

LEIRT ] RGP HLE ]

BTl RS ETF)E R

AafF

FRA TR 125240 kB / 131072 kB [ £
ZH 07560 kB | 125240 kB | o
B 27680 kE [ 125240 kB |

S 2976 kB [ 27580 kB W

BEE 10144 kB { 27680 kB |

B 5232 kB [ 27590 kB |

FEFERP 0912 kB J 27580 kB |

AW H: AT RAM K/ CEPYEE N A708 25— LS 15058 467 R0 P AZ 0 2B AR A K /)
T WRGHEREH ML, & NAANT 500kB M4 HE S,

EAEH: CEMERH M NAT, BT iR N A7 2 25 T A7

ZIIX: RPZZ b XA AT, S AR 25 L4 L 1 N A7 RN X AT
[R5y W R g A% %% (cache memory) FH I A7 K/

R T RS FH P % v e S % 1 A i i DTS ST TR K/

JEfERS: A P S B R % AT fif A DL ST R
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%
P SR i 4096
TEEhRIIPESE a9
" .
IP i S8 28 B K O 4 % 4096, AJ LATEES
N ol > e A N o > Y - —
TESNH IP &£ SERF AN RS s P SRR, 35 A5 T LUE B R B
AEhRIPERE a1
1 UDP 30 192.168.8.81 255.2593.250.205 2634 UNREPLIED
2 UDP 42 192.168.8.81 255.255.255.255 2634 UNREPLIED
3 UDp 21 192.168.8.72 255.255.255.255 2634 UNREPLIED
4 UDP 15 192.168.8.81 255.255.255.255 2654 UNREPLIED
5 UDP 12 192.168.8.81 255.255.255.255 2654 UNREPLIED
& LUDP 27 192.168.8.72 255.255.255.255 2654 UNREPLIED
7 UDP 30 192.168.8.681 255.255.255.255 2654 UNREPLIED
8 TCP 8 192.168.1.120 192.168.1.1 80 CLOSE
g LDP 3 192.168.8.81 295.255.255.255 2634 UNREPLIED
10 UDP 30 192.168.8.72 255.255.255.255 2634 UNREPLIED
11 TCP 3599 192.168.1.120 192.168.1.1 80 ESTABLISHED
12 UDP 24 192.168.8.81 255.255.255.255 2654 UNREPLIED
13 UDP 48 192.168.8.72 255.255.255.255 2654 UNREPLIED
14 UDP 15 192.168.8.81 295.2553.250.205 2634 UNREPLIED
15 UDP 3 192.168.8.72 255.255.255.255 2634 UNREPLIED
16 UDP 3] 192.168.8.72 255.255.255.255 2634 UNREPLIED
17 UDP 21 192.168.8.81 255.255.255.255 2654 UNREPLIED
18 UDP 51 192.168.8.81 255.255.255.255 2654 UNREPLIED
18 UDP 1.5 192.168.8.72 255.255.255.255 2654 UNREPLIED
20 UDP 43 192.168.8.81 295.255.250.200 2634 UNREPLIED
21 UDP 45 192.168.8.72 293.295.200.200 2634 UNREPLIED
22 UDP 42 192.168.8.81 255.255.255.255 2634 UNREPLIED
23 UDP 18 192.168.8.81 255.255.255.255 2634 UNREFPLIED
24 UDP g 192.168.8.72 255.255.255.255 2654 UNREPLIED
25 UDP 57 192.168.8.72 255.255.255.255 2654 UNREPLIED
26 UDP 27 192.168.8.81 255.255.255.255 2654 UNREPLIED
27 UDP 51 192.168.8.72 2993.295.200.200 2634 UNREPLIED
28 UDP 18 192.168.8.81 253.255.255.200 2634 UNREPLIED
EEN P &R BNEE) IP &R
o s N
PR R
AR SEREE A
SRUEHAE: SRYEK) 1P Huhk
mREMRE: TR IP Mk
N o aly =
BREGZFR: ERLIIR S 15
RE: BRI P VRGN AS
EX ] 3G/UMTS
BEERR. O 2F 50 24, 3G/UMTS.
B TE 0:20:28
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CEER ). D2 LRI, 5 oA s B A AT A

BT E 0:21:11

IPHitE 192.168.13.92
T FIHERD 235.255.2535.235
== 10.64.64.64

DNS 1 218.104.128.106
DHS 2 10.11.12.14

DHS 3

IP Huhb: 2% 2% WAN CISRECE| G 1P ik

FIHERD: %2 WAN CI3EE 11 P i

W% s WAN 3R ECS] ) Y 56

DNS1, DNS2, DNS3: i # WAN I3REUE| %8 — DNS, % — DNS, %= DNS

BREE ik | BiTEE
BRRA: WAN OFEBRS

WiTFERE: Wit CLERRIRS

R EE LW IIRE

R R ZTE-EVDO MODULE
B ik 79 dBm
FAagERy COMA/HDR

BEERBAL: 3G/UMTS Jy Ui (s b 25 A
fE5BE: 3G/UMTS J5 U IR AR 5 i
PIZEKRY: 3G/UMTS J5 2R AR (i 190 2% S Y
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i

SRE

T&# (MBytes) 0
b (MBytes) 0
HER

20 8, 2012 (F#: 0MB / L: 0 MB)

SRR Fuit bk B B IR ] AR 2 R A AR AN T 1)
R&E: —MHGHRRE $RALH) MB

ER: &FEANHRE

TH: &5 M ARE

B EHEIRR ST
WAL WS HR TR ST
BB M

3.3.10.3 LAN

Huhb: TSR KB BE =SB 370 5 A06 #5 11 )&
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LAN Rz

MACHHE 00:0C:43:30:52:77
IPHuAE 192.168.1.1
FRIHER 255.255.255.0
Fl% 0.0.0.0

FHIDNS 0.0.0.0

MAC #i3ik: LAN (% MAC Hbdik
IP #idhlk: LAN LI/ IP Hidilk
FMHEL: LAN L7 MR
M LAN R o6

Z<3 DNS: LAN [1f#) DNS
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